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BARIL B AR T ies st s st st 11
BIZR T BT ZRIE Bt es s 12
BIR T B ARG B TD s sss st 13
BIL T = BT KEYSTOr® T T oottt 14

1. =F keytool

1) keytool i/t

keytool JEH FEHEHAUETM LE, I P AEHERREEHEA KA/
FAEXS LA A ATIE TS o keytool K EHFIEFAEAER]— keystore FEHHI T
s E AT — AN A LR 55

2) keytool T# F &3k

15 &5 sun ML http://java. sun. com/ javase/downloads/index. jsp |
& java FFRE (JDK) o JDK FHERINZEEH keytool. ZEE5ERE, HACE RN
54 B JAVA_HOME, 15 BH JDK [ e B .

2. ERGEFERICH: CSR

TR JAVA_HOME\bin B JRE_HOME\bin H >%A77£ 1 PATH A2 o B %A
M 4axt g2 keytool v o HAZRMHH] keytool GIHIEFE R CAFFTELL Ny

NDER:
1) R

2 : keytool —genkey —alias [alias name] —-keyalg RSA —keysize

2048 —keystore [keystore name]
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e [ IS T EH A 25

® alias name: FK/UETAIAA
® keystore name: FK/NUETEHENI A4, ¥ AL —MN keystore

PLFE 44 ml. cnnic. enfUEFE KT 0, e84 ol K E s

& REE

[Unknown]:
AR
[Unknown];
TFERYH
heijing
£ SR
[Unknown1; [H, ]
CH=ml.cnnic.cn,. OU=cnnic, O=cnnic, L=beijing. ST=beijing. C=CH IEﬁ%u%T

[%]: o

ﬁj wEml . cnnlc cn}Ejﬂi ﬂq ) .
1L' FF0 keystore ’u_,uquHH ﬁ@g'—:' :

E:“resin“resin—2.1.17>

Kk — QIR

RGP keystore FAY, WA N SR EL AL 0] A U] i A A A -
changeit. WW LLHRE —/MBrif#, (H— & AN,

RGP “BHA T H5HR?” , B RIEE A2 I 184
AR R AR S 1 K Bl W TG LA www. domain. en FRIF A UIE D b
J N www.domain.cn T ANBEST A domain.cn. i Pt 44 1 151 8 5 i i bk 44
it S TS B — AN A4 A2 B ED

KT UGN LIRS ALIZFR e Presa O ME K 485 (7p 5 2

CN, HABEZFKIEHAES) , BRIE K4S LAUR ON b, A5 B ) P& 9 s
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o fla, RGEREATEHM, WTLLERERZE, RS S keystore #
fith—2,

2) A% CSR iFFHE R4

¥ : keytool —certreq —alias [alias_name] —file [csr_name]

—keystore [keystore name]

T [ B AR T 2 25

® alias name: EK/RNIFPEAIHZ
® csr name: FKyNUEPIERIXAFIBIR, FRAL—BN csr
® keystore name: FK/NUEPEAERI A IR, § LA keystore

i B AR keystore SCIF, IsAT LI T B B -

- REE

E:“resin“resin—2.1.17*keytoo]l —certreq —alias ml.cnnic.cn —file ml.cnnic.cn.cse H
—keystore ml.cnnic.cn.keystore

f

el M keystore BT,

E:resinresin-2.1.17>

KR = AR csr SCAF

RGESR N PRGN keystore # Y,

R esr SO SCARSCAT, AT DU C AR SE SOR B R T HAT TR A 1k
REAS 3 R3O, B s
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- [E]x]]

KL= &FH csr X

3. TEBREHBIEPH

1) HEETHEFTTRER

%5 5B 2255 5 RBSE T AL I S . 2 A e
REEAZIN, H PR B ONNTC A3 R v HE R v BRI 0, Bl rp %
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3 QLA SN o B B2 LLHIPRE S0 (14 SR8 Ja = A2 W S 7

2) TEIEH
s CNNIC 1] £ 9 25 iR 45 0 9 T
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EE BT RS
MV4EE46 TOIHAFEHS

CIQLNDETFRSVETAS
R CSRI

Z [ERIF S HIE TR AE P
MITCrDCCAZOCAQAYZzELMAKGAITERRMCQO4xEDAOEGNVE LY TE
ZJ lallppbmc xEDALO

ByWNWVEBACTEZ JlalWpphmcxD ] AMBGNVEACTEWN wornl JHOd wD ATDV
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HEIGAIUEAXMLLTEUYZ SuallMu¥Z 4wggE i MAOGCS g3 IhSDOEEL
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AoIBAQCWZIKeSs IASVw?uY leWoNUVOSTE/ dagHhvh 9D TEOUOIQ
qIJkHsFzAMUZzviL
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tOsQ/ tWd0Bhil 0]

GamCi/ vRxkpP3PIPrLisBFCHwt+SwGiSTICISvRE I Oaqnp Tkt
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TPOVxKrZEl3nFbhl

BN 2 2% 5 MBS LA R A 1 esr
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B AN AT ]

VA% DU 73K SCACHE (10 N 38 DU IR, RGN 31—t ) SOAR SO £
7, XA RAFA ml. ennic. en. cero 1Z ARG FITE AGIETS, A% e 252k,
BLAL AT UEF AT

ER: RTIEBRSER

M CNNIC RAFHIUEFA% A X509 A% 3o IRUEFB ST 4 txt SOk
cer B crt Ji, FI{E windows XU TP EBUEB ARG B o BsfF BREIT
B s

W BES

¥indows HFHEHREE, FBuRULER.

REE: tns—=ssverify. cinic. cn
mEk- CNNIC S5L

HElRKH z008-4-9 HH  zo0s-4-9

[REEE ... | | MEERSE o

KERL A

X509 # A AAEFA windows $RALIGEIE It #AE TR ATLL 47 0 LU P
Foft G i s 3
® BASE64 ks M UIE T U FAST T

® DER gufihs ol 2R
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fE LA, gl “HAIE R > BRSO Ja, B A DRGSR ity “ R
—2 7 AR 3 5 2 U 15, s B R
EBGHAS X

ST
A LR Rl e 2 S .

JEFEE R RAE T

()NER s HH T 509 CER) D
(O BaseRd #5h8 % 509 [ CER) (S)
O i BEiEtRE - FECS #7 EH L PTE) )

KE—#®|F-tw > [ B |

K&/ IER S

4.  RIARUESAIAR 55 FIESS

1) TFEAREF K& CNNIC FZARMEF
Akl

PRIEETS: http://www.cnnic.cn/jczyfw/wzws/ksym/ksxz/201105/t20110524 21055.html

FRAEIEFS: http://www.cnnic.cn/jczyfw/wzws/bzkx/xz/201010/t20101027 16322.html

EVIE45:  http://www.cnnic.cn/jczyfw/wzws/kxEV/xz/

¥ CNNIC AR UEF ST ORAER “CNNIC.cer”, HEARIEF ST 44 TR A7 A
“root.cer” (A FH AJMNRARUEFS, 444 roottest. cer) .
2) KARIEF root.cer S A Z] Keystore 3L

2 : keytool —import —trustcacerts —alias root —file root. cer

—keystore [keystore name]

RN EE RN Y S RN 10/ 16
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E: P IAR T Z A NS5

® keystore_name: FK/NPRAFUETBFAHINI A4, A —HCA keystore

st .cer —keystore ml.cnnic.cn.keystore
G 'u_n'uz._!“
iﬁ:CN=cnnic root,. O=cnnic. C=cn
:CN=cnnic root, O=cnnic. GC=cn
:349cAPA1
_+Sat Apr 28 14:53:54 CST 2007 “FWed Apr 28 14:53:54 CST 2027
MD5:12:3F:2F:12:D3:8F:=35:6A:55:C4:68:63:55:D8:72:7E
HA1:22:D6:C4:DC:BD:=82:EB:=3B:A?:-F7:03:F2:46:57:0E:1B:7A:08:A7:45
! Z - sHALwithREA

Hi: Objectld: 2.5.29.19 Criticality=true
BasicConstraints:[

CA:true

PathLen:-2147483647

HZ2: Objectld: 2.5.29.15 Criticality=false
Keylzage [

DigitalSignature

Mon_repudiation

Key_Encipherment

Data_Encipherment

Key_Agreement

Key_CertSign

Crl_Sign

i Ohjectld: 2.5.27_14 Griticality=Ffalse

SubjectHeyldentifier [

Keyldentifier [

AAPA: FF 68 78 A7 CF BA B4 3B 72 25 8D AA DA 5B A5 F4  _hx....sex...[..
AA1A: 9@ DB F4 BF
1
1

H [ E R P 298 £ SR
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41: ObjectId: 2.16.840.1.113Y38.1.1 Criticality=Ffal=e
MetscapeCertType [

S5L CA

S/MIME CA

Object Signing CGAJ

#5%: ObjectId: 2.5.29.35% Criticality=false
AuthorityKeyldentifier [

Keyldentifier [

PMAAW: FF 68 78 A7 CF BA B4 3B 72 25 BD AR DA 5B AS F4
vAiB: 928 DB F4 BF

[]T-E]: o

f
Fhkeystore

E:*resin~resin—2.1.17>

KRIL SAMIES

3) K ZCAIEFCNNIC. cer S ANkeystore {4

220 keytool —import —v —trustcacerts —storepass [password] —alias
[ca_cert] —file CNNIC.cer —keystore [keystore_name]
E: ITHARTATERMARNSE

® password: F/NFAPIHIRY 4

® ca_cert: Ry CAUEFICIFA

® keystore_name: FKTRAFIEBRHAM N4, § A A keystore

RN EE RN Y S RN 12/ 16
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- 5[

E:“resin“resin—2.1.17*keytool —import —trustcacerts —alias cnnic —file cnnic.cerl’
—keystore ml.cnnic.cn.keystore
) S keystore QY.
f/5 75 :CN=CNNIC 88L, O=CNNIC SSL, C=CH
:CN=CHNIC ROOT. O=CHNIC. C=CH

1493380829
Thu Jan 28 11:83:21 CST 2818 ZESun Apr 16 13:08:40 CST 2817

#1: Objectld: 2.5.27.1% Criticality=true
BasicConstraints:

CA:true

PathLen:2147483647

#2: Objectld: 2.5.27.15% Criticality=false
Keuylzage [

Key_CertSign

Crl_Sign
1

#3: Objectld: 2.5.2%9.14 Criticality=false
SubjectKeyldentifier [

Keyldentifier [

PAEA: 45 6@ BA 8A 18 98 51 C3 Bl CA F? BC 65 39 2E 8C E
BA18: S6 98 44 38

1
1

fi4: Objectld: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[CH=cr11, OU=crl, O0=CHHIG, GC=CH1
» DistributionPoint:
[URIMame: http: Awww_cnnic.cnsdownload/rooterl/CRL1 .crl]
11

RN EE RN Y S RN 13/ 16
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f5: ObjectId: 2.5.29.32 Criticality=false
CertificatePolicies [
[CertificatePolicyld: [1.3.6.1.4.1.29836.1.11
[PolicyQualifierInfo: [
gualifierID: 1.3.6.1.5.5_.7.2.1
gualifier: BABA: 16 18 68 V4 74 78 3A 2F 2F 7?7?77 2E 63 6E 6E . .http:/ru
. cnn

Ba1@: 62 63 2E 63 6E 2F 63 7@ 7?3 2F ic.cn/cpss

11 1

e : ObjectlId: 2.5.29_35 Criticality=falze

AuthorityKeyldentifier L[

Keyldentifier [

BABB: 65 F2 31 AD 2A F? F? DD L2 9% BA C7 82 C1 BE EF e d.=. . R.._....
BA1B: A6 D5 3B 11 -

i EEReystoreqU

E: resin~wresin—2.1.17>

KR+ SAPFIRUET

2) ¥PRSBEPregistrars. cer§ ANkeystore L

220 keytool —import —v —trustcacerts —storepass [password] -alias
[alias_name] —file [server_cert] —keystore [keystore_name]
{: [P AE N TR AN S

® password: F/NFAPIHIRY 4

® server_cert: RSl A4

® alias_name: R/NAHIMA A

® keystore_name: KI/NTRAFIEPRAPIRISCI 4, §7 A B keystore

E:“resin~resin—2.1.17>

BT S AN R

5) TFkeystoreilF
253 keytool —list —keystore [keystore_name]
E: TN T ERMA NS

RN EE RN Y S RN 14/ 16
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® keystore_name: FINCRAFUEPBRHII A4, ¥ RA—M A keystore

4 keystore ElE 3 Hi

. 2018-12-79, trustedCertEntry,
A IE C(MD5Y: 27:63:91:3F:CC:4@:A4:54:33:EE:Fa:BC:91:25:A7:86
cnnic.cn, 2A018-12-2, PrivateKeuwEntry.
MIETEET (MDS>: 61:6F:7P4:C3:20:1D:14:88:72:D2:@7:47:5@:F3:75:75
, 2018-12-9,. trustedCertEntry,
(MD5>». 12:3F:2F:1%9:D3:8F:35%:6A:55:C4:68:63:55:D8:72:-VE

E:~resinresin—2.1.17>

K&+ &F keystore iF 15

5. BHMECESF

1) BB resin.conf
Resin2 7t conf SCAJE N1 resin.conf U RAF SSL BLE AR K, TG HATR Resin 2 BEIE W 132

HY keystore SCAFAIE S, I H. SSL i I 44T T« B0 Resin 2 [RBCE JHH https kS5, IFAE
IR AETS .
5 FH SCAR g 28 41 T resin.conf SCF(RESIN_HOME/conf/resin.conf)

TEHER BT B s 19 B 7% (Connector port="8443"...)

ey-gtore-file>
re-passwords

LTRSS, BEON I AR
<http port=8443>

<ss|>true</ssl>
<key-store-type>jks</key-store-type>
<key-store-file>e:/resin/resin-2.1.17/m1.cnnic.cn.keystore </key-store-file>

<key-store-password>keystorePassword</key-store-password>

RN EE RN Y S RN 15/ 16
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</http>
TR 2 A& X key-store-file [ #4242 75 IEAfI A key-store-password %65 /& A7 1F
o
T ORAFIC B ST, FHTR B Resin2,
I ARAEH] 8443 Sim 1 CresinBRINECE N H] 8443 S 1) 1 Ayhttps/li 55 HAskA42 %
BT IEAG, AR SRS bR 4N https://m1.cnnic.cn:8443 PR & ¥ 44 1 15
T ZHE I o

6. UG FIES

AR 55 28 UE P S AN B AR ATAE keystore SCHFHLTHT, fR-AF I 251> keystore SCA:H[!
.

RN EE RN Y S RN 16/ 16
HTTP://WWW.CNNIC.CN


https://m1.cnnic.cn/�

	关于keytool
	keytool简介
	keytool下载及安装
	生成证书请求文件CSR
	生成私钥
	生成CSR证书请求文件
	下载服务器证书
	安装根证书和服务器证书
	修改配置文件
	备份服务器证书

